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Many organizations and government agencies require the use of Common
Criteria certified products and systems and use the Common Criteria
methodology in their acquisition process. In fact, in July 2002 the U.S. National
Information Assurance Acquisition Policy (NSTISSP #11) mandated the use of
CC evaluated IT security products in critical infrastructure systems. This
standard provides a comprehensive methodology for specifying, implementing,
and evaluating the security of IT products, systems, and networks. Because the
Common Criteria (CC) for IT Security Evaluation is a relatively new
international standard, little written material exists which explains this how-to
knowledge, and it's not exactly easy to interpret.

Designed to be used by acquiring organizations, system integrators,
manufacturers, and Common Criteria testing/certification labs, Using the
Common Criteria for IT Security Evaluation explains how and why to use the
Common Criteria during the acquisition, implementation or evaluation of an IT
product, system, network, or services contract. The text describes the Common
Criteria methodology; the major processes, steps, activities, concepts,
terminology, and how the CC methodology is used throughout the life of a
system. It illustrates how each category of user should employ the methodology
as well as their different roles and responsibilities.

This text is an essential resource for all those involved in critical infrastructure
systems, like those operated by the FAA, the Federal Reserve Bank, DoD,
NATO, NASA, and the intelligence agencies. Organized to follow the Common
Criteria lifecycle, Using the Common Criteria for IT Security Evaluation
provides examples in each chapter to illustrate how the methodology can be
applied in three different scenarios: a COTS product, a system or network, and a
services contract. The discussion problems at the end of each chapter ensure the
text's effectiveness in an educational setting and ensure that those government
officials required to comply with Presidential Decision Directive 63 (PDD-63)
will be able to do so with confidence.
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Many organizations and government agencies require the use of Common Criteria certified products and
systems and use the Common Criteria methodology in their acquisition process. In fact, in July 2002 the U.S.
National Information Assurance Acquisition Policy (NSTISSP #11) mandated the use of CC evaluated IT
security products in critical infrastructure systems. This standard provides a comprehensive methodology for
specifying, implementing, and evaluating the security of IT products, systems, and networks. Because the
Common Criteria (CC) for IT Security Evaluation is a relatively new international standard, little written
material exists which explains this how-to knowledge, and it's not exactly easy to interpret.

Designed to be used by acquiring organizations, system integrators, manufacturers, and Common Criteria
testing/certification labs, Using the Common Criteria for IT Security Evaluation explains how and why to
use the Common Criteria during the acquisition, implementation or evaluation of an IT product, system,
network, or services contract. The text describes the Common Criteria methodology; the major processes,
steps, activities, concepts, terminology, and how the CC methodology is used throughout the life of a system.
It illustrates how each category of user should employ the methodology as well as their different roles and
responsibilities.

This text is an essential resource for all those involved in critical infrastructure systems, like those operated
by the FAA, the Federal Reserve Bank, DoD, NATO, NASA, and the intelligence agencies. Organized to
follow the Common Criteria lifecycle, Using the Common Criteria for IT Security Evaluation provides
examples in each chapter to illustrate how the methodology can be applied in three different scenarios: a
COTS product, a system or network, and a services contract. The discussion problems at the end of each
chapter ensure the text's effectiveness in an educational setting and ensure that those government officials
required to comply with Presidential Decision Directive 63 (PDD-63) will be able to do so with confidence.
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Editorial Review

Review
"Herrmann knows her stuff. The book lacks nothing in rigor and erudition. Multiple tables and flowcharts,
which abound throughout the text, yield insights into the technical aspects of the Common Criteria. [The
book's] richness of detail offers a good reference for security system evaluation." - Security Management,
Nov. 2004

Users Review

From reader reviews:

Georgetta Watson:

This book untitled Using the Common Criteria for IT Security Evaluation to be one of several books this best
seller in this year, honestly, that is because when you read this book you can get a lot of benefit onto it. You
will easily to buy that book in the book shop or you can order it by using online. The publisher with this
book sells the e-book too. It makes you quickly to read this book, because you can read this book in your
Touch screen phone. So there is no reason to you to past this book from your list.

Doris Seavey:

The e-book with title Using the Common Criteria for IT Security Evaluation posesses a lot of information
that you can study it. You can get a lot of benefit after read this book. This kind of book exist new know-how
the information that exist in this book represented the condition of the world currently. That is important to
yo7u to find out how the improvement of the world. This book will bring you throughout new era of the the
positive effect. You can read the e-book with your smart phone, so you can read this anywhere you want.

Rodney Wilson:

Precisely why? Because this Using the Common Criteria for IT Security Evaluation is an unordinary book
that the inside of the publication waiting for you to snap that but latter it will distress you with the secret the
idea inside. Reading this book alongside it was fantastic author who else write the book in such awesome
way makes the content inside easier to understand, entertaining means but still convey the meaning fully. So
, it is good for you for not hesitating having this nowadays or you going to regret it. This phenomenal book
will give you a lot of benefits than the other book have such as help improving your ability and your critical
thinking approach. So , still want to postpone having that book? If I were being you I will go to the reserve
store hurriedly.



Robert Lee:

Do you have something that you enjoy such as book? The reserve lovers usually prefer to pick book like
comic, brief story and the biggest the first is novel. Now, why not hoping Using the Common Criteria for IT
Security Evaluation that give your satisfaction preference will be satisfied through reading this book.
Reading addiction all over the world can be said as the opportinity for people to know world better then how
they react towards the world. It can't be claimed constantly that reading routine only for the geeky person but
for all of you who wants to possibly be success person. So , for every you who want to start looking at as
your good habit, it is possible to pick Using the Common Criteria for IT Security Evaluation become your
own starter.
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