Practical Linux Security Cookbook

By Tajinder Kalsi

Read Online ©

Practical Linux Security Cookbook By Tgjinder Kalsi

Practical Linux Security
Cookbook

Key Features

- Thisbook provides code-intensive discussions with detailed recipes that help
you understand better and learn faster.

- More than 50 hands-on recipes to create and administer a secure Linux system
locally aswell as on a network

- Enhance file system security and local and remote user authentication by using
various security tools and different versions of Linux for different tasks

Book Description

With the growing popularity of Linux, more and more administrators have started
moving to the system to create networks or servers for any task. This also makes
Linux the first choice for any attacker now. Due to the lack of information about
security-related attacks, administrators now face issues in dealing with these
attackers as quickly as possible. Learning about the different types of Linux
security will help create a more secure Linux system.

Whether you are new to Linux administration or experienced, this book will
provide you with the skills to make systems more secure.

With lots of step-by-step recipes, the book starts by introducing you to various
threats to Linux systems. Y ou then get to walk through customizing the Linux
kernel and securing local files. Next you will move on to manage user
authentication locally and remotely and also mitigate network attacks. Finally,
you will learn to patch bash vulnerability and monitor system logs for security.

With several screenshotsin each example, the book will supply agreat learning
experience and help you create more secure Linux systems.

What you will learn

- Learn about various vulnerabilities and exploitsin relation to Linux systems
- Configure and build a secure kernel and test it

- Learn about file permissions and security and how to securely modify files

- Explore various ways to authenticate local users while monitoring their
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activities.

- Authenticate users remotely and securely copy files on remote systems

- Review various network security methods including firewalls using iptables
and TCP Wrapper

- Explore various security tools including Port Sentry, Squid Proxy, Shorewall,
and many more

- Understand Bash vulnerability/security and patch management

About the Author

Tajinder Kalsi isan innovative professional with more than 9 years of
progressive experience within the information security industry. He has a good
amount of knowledge and experience in web application testing, vulnerability
assessment, network penetration testing, and risk assessment.

At present, he isworking as an independent information security consultant. He
started his career with Wipro as atechnical associate, and later on he became an
ISM S consultant cum technical evangelist. In his free time, he conducts seminars
in colleges all across India on various topics, and he has covered more than 125
colleges and spoken to 10,000+ students.

In the past, he has reviewed books such as Web Application Penetration Testing
with Kali Linux, Mastering Kali Linux for Advanced Penetration Testing, and
Advanced Wireless Penetration Testing for Highly-Secured Environments.

Y ou can find him on Facebook at www.facebook.com/tajinder.kalsi.tj, or contact
him on his website at www.tgjinderkalsi.com.
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Key Features

- Thisbook provides code-intensive discussions with detailed recipes that help you understand better and
learn faster.

- More than 50 hands-on recipes to create and administer a secure Linux system locally aswell ason a
network

- Enhance file system security and local and remote user authentication by using various security tools and
different versions of Linux for different tasks

Book Description

With the growing popularity of Linux, more and more administrators have started moving to the system to
create networks or servers for any task. This also makes Linux the first choice for any attacker now. Dueto
the lack of information about security-related attacks, administrators now face issues in dealing with these
attackers as quickly as possible. Learning about the different types of Linux security will help create amore
secure Linux system.

Whether you are new to Linux administration or experienced, this book will provide you with the skills to
make systems more secure.

With lots of step-by-step recipes, the book starts by introducing you to various threats to Linux systems. Y ou
then get to walk through customizing the Linux kernel and securing local files. Next you will move on to
manage user authentication locally and remotely and also mitigate network attacks. Finally, you will learn to
patch bash vulnerability and monitor system logs for security.

With several screenshots in each example, the book will supply a great |earning experience and help you
create more secure Linux systems.

What you will learn

- Learn about various vulnerabilities and exploits in relation to Linux systems

- Configure and build a secure kernel and test it

- Learn about file permissions and security and how to securely modify files

- Explore various ways to authenticate local users while monitoring their activities.

- Authenticate users remotely and securely copy files on remote systems

- Review various network security methods including firewalls using iptables and TCP Wrapper
- Explore various security tools including Port Sentry, Squid Proxy, Shorewall, and many more
- Understand Bash vulnerability/security and patch management

About the Author

Tajinder Kals isan innovative professiona with more than 9 years of progressive experience within the
information security industry. He has a good amount of knowledge and experience in web application



testing, vulnerability assessment, network penetration testing, and risk assessment.

At present, he is working as an independent information security consultant. He started his career with Wipro
as atechnical associate, and later on he became an ISM S consultant cum technical evangelist. In hisfree
time, he conducts seminarsin colleges all across India on various topics, and he has covered more than 125
colleges and spoken to 10,000+ students.

In the past, he has reviewed books such as Web Application Penetration Testing with Kali Linux, Mastering
Kali Linux for Advanced Penetration Testing, and Advanced Wireless Penetration Testing for Highly-
Secured Environments.

Y ou can find him on Facebook at www.facebook.com/tajinder.kalsi.tj, or contact him on his website at
www.tgjinderkalsi.com.
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Editorial Review
About the Author
Tajinder Kals

Tajinder Kalsi isan innovative professional with more than 9 years of progressive experience within the
information security industry. He has a good amount of knowledge and experience in web application
testing, vulnerability assessment, network penetration testing, and risk assessment. At present, he is working
as an independent information security consultant. He started his career with Wipro as atechnical associate,
and later on he became an ISM S consultant cum technical evangelist. In his free time, he conducts seminars
in colleges all across India on various topics, and he has covered more than 125 colleges and spoken to
10,000+ students. In the past, he has reviewed books such as Web Application Penetration Testing with Kali
Linux, Mastering Kali Linux for Advanced Penetration Testing, and Advanced Wireless Penetration Testing
for Highly-Secured Environments. Y ou can find him on Facebook at www.facebook.com/tajinder.kalsi .tj, or
contact him on his website at www.tajinderkalsi.com.

Users Review
From reader reviews:
Rosa Rogers:

The book Practical Linux Security Cookbook can give more knowledge and a so the precise product
information about everything you want. So why must we leave agood thing like a book Practical Linux
Security Cookbook? A number of you have a different opinion about publication. But one aim which book
can give many information for us. It is absolutely right. Right now, try to closer together with your book.
Knowledge or details that you take for that, you are able to give for each other; you are able to share all of
these. Book Practical Linux Security Cookbook has simple shape nevertheless, you know: it has great and
large function for you. Y ou can appear the enormous world by open up and read aguide. So it isvery
wonderful.

Melody Grissom:

Book isto be different for each grade. Book for children till adult are different content. As you may know
that book is very important usually. The book Practical Linux Security Cookbook had been making you to
know about other know-how and of course you can take more information. It is extremely advantages for
you. The guide Practical Linux Security Cookbook is not only giving you more new information but also
being your friend when you feel bored. Y ou can spend your personal spend time to read your guide. Try to
make relationship with all the book Practical Linux Security Cookbook. Y ou never sense lose out for
everything should you read some books.



Lauren Cook:

Nowadays reading books become more than want or need but also work as alife style. This reading practice
giveyou lot of advantages. Advantages you got of course the knowledge your information inside the book
which improve your knowledge and information. The knowledge you get based on what kind of publication
you read, if you want send more knowledge just go with education books but if you want feel happy read one
with theme for entertaining for example comic or novel. Typically the Practical Linux Security Cookbook is
kind of e-book which is giving the reader erratic experience.

Kevin Williams:

Spent afree the perfect time to be fun activity to try and do! A lot of people spent their free time with their
family, or their very own friends. Usually they doing activity like watching television, gonna beach, or picnic
from the park. They actually doing same every week. Do you fed it? Would you like to something different
to fill your own free time/ holiday? Could possibly be reading a book might be option to fill your totally free
time/ holiday. Thefirst thing that you ask may be what kinds of publication that you should read. If you want
to consider look for book, may be the e-book untitled Practical Linux Security Cookbook can be excellent
book to read. May be it can be best activity to you.
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